Installing, Configuring and Using
Fortinet VPN Client

Download FortiClient for Windows

1. Please open any browser and go to fortigate.ben.edu

= Please Login X -

£ » O 8 https://fortigate.ben.edu:10443/remote/login?lang=en

2. It will redirect you to login page. Please login with Benedictine email and password and
go through multi-factor authentication process.

in micrasoftanlne com

Use of this systern is governed by the Benedictine
University Acceptable Use of Technology Resources
Policy and the Email Policy.

Once logged in you will see Benedictine VPN [SSL-VPN Portal] homepage.

= =00:00:21 OB+ OB«

SSL-VPN Portal

Launch FortiClient @ Download FortiClient =

4. Click Download FortiClient drop down under SSL-VPN Portal and choose Windows if using Windows PC or
laptop:
SSL-VPN Portal

@ Launch FortiClient [ [E) Download FortiClient =
| & i0S
Bookmarks Android

& Windows <(=mmmm
(A

& Mac
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5. It will open another tab to download FortiClient software. Click Download.

ts/Forms/Allitems.aspx?id=%2Fsites%2FInfor b @

n

FortiClientVPNOnlinelnstaller.exe

FortiClientVENOnlinelnstaller(1).exe

195 left — 1.7 of 3.1 MB (65.¢

Hrmm,.. looks ke this file doesa't have a proview we can show you,

o[-

Show all downloads

6. When prompted to Run or Save the file, select Save. After the file downloads, either click Run (if asked) or
locate the file where you saved it and double-click to Run
Select Yes or OK if prompted to allow the program to run or make changes
The following Installer window will appear
Please be patient...it could take several minutes before the progress bar even moves

FortiChent Installer

Status

Downloadng mage (29%] =
Cancel

= |_|

=

7. The setup wizard window will appear. Check the box and click Next

38 FostiCBent VPN Setup *
Welcome to the FortiClient VPN Setup Wizard

The Setup Wisard wil inatal ForsCient VPH on vaur computer, Chck et 1o
continue or Cancel 1o exit the Setup Wizard,

e —
s, 1 have read and accect the | Licerse Agresment | ik Core ]

8. Click Upgrade and Click Ok if it asks to reboot.

8 upgrade FortiClient PN - X ﬁ ort

Ready t rade
st

Click Upgrade to begin the upgrade. Cick Cancel to exit the wizard.

Please W 4 Forticlient VPN Setup X

Status: The setup must update files or services that cannot be

updated while the system is running. If you choose to
== continue, & reboot will be required to complete the
setup.

oK

o .

9. Once it finishes, Click Finish and Ok to reboot.
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B Fontichons VPN Sotup

Completed the FortiClient VPN Setup Wizard
Chck the Finsh bution o esit e Sefup Wioad

# FortiClient VPN Setup

You must restart your system for the configuration

made to FortChent VPN to take effect. Cick Yes
to restart now of No if you plan to manually restart
foter.

‘ =] .

Configuration
¢ Launch the FortiClient (Blue shield icon on your Desktop)
e Check the box to acknowledge and “I accept”
¢ Click the Configure VPN link in the middle of the window

4 o906 a H b ' Y
f

@ o1°F sunny ~ = T )

e Make sure the SSL-VPN button is selected at the top of the window and fill in the fields as shown
Connection Name: BenU VPN
Description: Benedictine VPN
Remote Gateway: fortigate.ben.edu
Check Customize port and enter: 10443

e (Click Save
New VPN Connection

VPN SSLVPN |
Connection Name ‘ Benl VPN |
Description ‘ Benedictine VPN |
Remote Gateway ‘fortigate.ben.edu | x

+Add Remote Gateway

Customize port | 10443

D Enable Single Sign On (SS0) for VPN Tunnel

Client Certificate ‘ None ~

Pt
]

Authentication o Prompt on login () Save login
|:| Enable Dual-stack IPv4/IPvé address

= =]
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After Aug 8" 2022, we will be moving to ADFS multi-factor authentication to have more security
and protection for authenticated connections. To re-configure VPN profile with new ADFS login
method:

1. Please open FortiClient Console.

2. Edit the connection BenU VPN and check Enable Single Sign On (SSO) for VPN Tunnel

3. Click Save

VPN Name BenU VPN v| =
Add a new connection

Username . .
Edit the selected connection

Password Delete the selected connection

@ FortiClient VPN
A % 00 a

Upgrade to the full version to access additional features and receive technical support. \-

New VPN Connection

ven o]
Connection Name ‘ BenU VPN ‘
Description [Benedictine VPN J
Remote Gateway [fnrﬁgate.ben.edu 1 x

Customize port | 10443
‘ Enable Single Sign On (SSO) for VPN Tunnel

D Use external browser as user-agent for saml user authentication
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Connectingto the VPN

¢ Use the FortiClient icon on your Desktop or in tray to open the FortiClient Console

e BenU VPN, the connection just created should already be selected for the connection

VPN Name ‘ BenU VPN v =

SAML Login

¢ Click on SAML Login to Connect.

@ FortiClient System Tray Controller

@ FortiClient
Connected

Disconnecting from the VPN

¢ Right Click the FortiClient icon on your Desktop or System Tray to open the FortiClient Console.

¢ Click Disconnect

Open FortiClient Console
About FortiClient

Disconnect "BenU VPN" _

Shutdown FortiClient
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