Installing, Configuring and Using
Fortinet VPN Client

Installing FortiClient for MAC OSX

1. Please open any browser and go to fortigate.ben.edu
L3

0 & fortigate.ben.edu *

2. It will redirect you to login page. Please login with Benedictine email and password and

go through multi-factor authentication process.
L} :

¥ login.microsaftonline.cam

Benedictine
Uriversity

Sign in

Iehristan@ben.edu

Can't access your account?

Use of this system is governed by the Benedictine
University Acceptable Use of Technology
Resources Policy and the Email Policy.

Q Sign-in options

3. Once logged in you will see Benedictine VPN [SSL-VPN Portal] homepage.

=°200:00:21 0B+ OB+

SSL-VPN Portal

Launch FortiClient & Download FortiClient =

4. Click Download FortiClient drop down under SSL-VPN Portal and choose Mac:
SSL-VPN Portal

@ Launch FortiClient [ [Z) Download FortiClient = |
| & i0S
Bookmarks Android

5 Windows

& Mac <¢mmmm
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https://fortigate.ben.edu:10443/

5. It will open another tab to download FortiClient software. Click Download.
o, -f: ol

1E] m— armation]) Downloads

FortiClientVPNOnlinelnstaller_7.0.dmg FortiClientVPNOnlinelnstaller_7.0.dmg

Hmm.... looks like this file doesn't have a preview we can show you. - -
821 KB of 3.4 MB (75 KBfsec) — 34 seconds remaining

(o [
B

6. After the file downloads, click the downloaded file to run the installer.

Double Click FortiClientUpdate to run the installer.

L3 [2) ForticlientUpdate
- =) FortiClient VPN

$ .
- Downloading FortiClient
FortiClientUpdate @

7. Once it finishes downloading, Click Install

® FortiClient VPN

@ FortiClient VPN 7.0.5 is 5mlo:ded

Install

8. The setup wizard window will appear. Click Continue and go through the installation process.

[ ] @ Install FortiClient a @ Install Forticliont a
Wedlcoma 1o the FortiCBant installer Instaling FartiCliant

* Intreduction FortiCien for macOS is a unifed security agent for computers that Introduction
Integraes antivinss. S5L and IPsec VPN remole access, web canse
filtaring, application firewall and vuinarabity scan into a singla L3
software packagy. FortiClient for macCS has & usar-rendly Castination Select
intertace that sllgws for quickly setting up protection for your T Y H
computne. pe scripts...

& Installation

Install time remaining: Less than a minute
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9. Once the installation finishes it will prompt you to Add VPN Configuration. Go ahead and Click Allow.

@

“FortiTray® Would Like to Add
VPN Configurations

Al notwork activity on this Mac may be
filtarad or manitared whan using VPN

10. Once it finishes, Open FortiClient Console from top Menu bar.
m N ® Q 8 FriJun24 431PM
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Configuration
e Launch the FortiClient (Blue shield icon from top Menu Bar)
e Check the box to acknowledge and “l accept”
¢  Click the Configure VPN link in the middle of the window

; L 1 v
1 ¢
Op e FortiClient Console \ ‘ IID_

Shutdown FortiClient

Wielcome to FortiClient VP

e, 18t cortact Pt S gpart o amy s
eapor et e ek Pt s

e Make sure the SSL-VPN button is selected at the top of the window and fill in the fields as shown
Connection Name: BenU VPN
Description: Benedictine VPN
Remote Gateway: fortigate.ben.edu
Check Customize port and enter: 10443

e C(Click Save

New VPN Connection

[ s |
Connection Name | BenU VPN |
Description | Benedictine VPN |
Remote Gateway |fortigate.ben.edu | ®

+Add Remote Gateway

Customize port | 10443

|:| Enable Single Sign On (550) for VPN Tunnel

Client Certificate | None ~
Authentication o Prompt on login O Save login
D Enable Dual-stack IPv4/IPvé address

Cancel Save
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After Aug 8" 2022, we will be moving to ADFS multi-factor authentication to have more security and protection
for authenticated connections. To re-configure VPN profile with new ADFS login method:

1. Please open FortiClient Console.

2. Edit the connection BenU VPN and check Enable Single Sign On (SSO) for VPN Tunnel

3. Click Save

VPN Name BenU VPN v| =
Add a new connection

Username . .
Edit the selected connection

Password Delete the selected connection

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support. X

New VPN Connection

ven T
Connection Name ‘ BenU VPN ‘
Description [Benedictine VPN ]
Remote Gateway [fur(igate.ben.edu } x

Customize port | 10443
‘ Enable Single Sign On (SSO) for VPN Tunnel

D Use external browser as user-agent for saml| user authentication
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Connecting to the VPN

e Use the FortiClient icon from top Menu bar to open the FortiClient Console

¢ BenU VPN, the connection just created should already be selected for the connection

VPN Name ‘ BenU VPN v

SAML Login

e Click on SAML Login to Connect. It should redirect you to Benedictine Single Sign-On login page, login

with your Benedictine Email & Password and go through multi-factor authentication process. You should
be then connected to VPN.

@ FortiClient VPN @ FortiClient VPN
8

VPN Connected
Bonedc ting.
Lnverscy

Sign in

fchristanOten.edu

U of i systim s govarned by tha Baradicting

Pesiey and the Emai Peiicy.

D, Sige-in options

Disconnecting from the VPN

e Click the FortiClient icon from top Menu bar.
e Click Disconnect BenU VPN

VPN
EJ pisconnect BenU VPN

Open FortiClient Console
Shutdown FortiClient
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